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    Nerves Gate Simulator

Disposable QEMU gateways running real Nerves Gate firmware. There is no
in-memory hardware backend: the simulator requires Linux (x86_64 or aarch64),
QEMU 8.2+ with user and stream networking, fwup, flock and mkfs.ext4,
and reports what is missing.
mix sim                                   # serves http://localhost:4000
mix app.install my_app [--device gateway_a] # in another terminal

Use these short commands inside a workspace generated by mix nerves_gate.new.
Its config/simulator.exs selects a compatible x86_64 QEMU firmware image.
No product-repository checkout or firmware build is needed. The workspace owns
simulator tools; its independent apps depend only on nerves_gate_sdk.
For direct use outside a workspace, the package provides
mix nerves_gate.sim --firmware path/to/nerves_gate.fw and
mix nerves_gate.sim.install [device] [--package app.ez].
The site starts no device until you press Start. Open the device's gateway UI and
choose Application storage → Use this card before installing an app.
Each device has its own disk image, a prepared ext4 virtual SD card (/dev/vdb,
mounted at /mnt/apps after commissioning), and private socket networks with an Internet router on LAN1 or
LAN2. Manual controls unplug cables, add uplink loss or latency, and pause the VM.
They never change workstation networking or attach to other virtual machines.
mix app.install builds the selected app in production through the SDK's
packaging task, then submits the archive to the workspace simulator session.
The underlying mix nerves_gate.sim.install task also supports an existing
--package archive or packaging its current app. It installs and starts through the device's own
NervesGate.Apps. Installation reserves its device through the same runner as
scenarios; release manual control first. Results appear on the device page.
Versioned upgrades retain health-checked rollback; reinstalling the same version
replaces the development copy. Both preserve the application's data directory.
Applications use the firmware's real SDK backend.
mix qemu.status and mix qemu.stop inspect and gracefully stop the session
(the repository's mix dev.status and mix dev.stop); mix dev.ui <device>
serves the gateway UI against a device.
Reset erases every device disk and SD card. Session files and logs live under
_build/qemu-dev (private: they may contain device state). Never delete its
session.lock. The QEMU system does not emulate EC100 CAN, RS485, LEDs or the
recovery button; those SDK calls report unavailable hardware.
Repository development
From the repository root, mix setup prepares the x86_64 firmware inputs and
mix dev builds the local firmware when devices start. mix dev.status,
mix dev.stop and mix dev.ui <device> manage the session and serve the gateway
UI with code reload. mix test.firmware --only <scenario> [--device <id>] runs
firmware's integration scenarios (firmware/test/scenarios) on the running
session. Scenarios on different devices run concurrently; devices: :all
reserves every device.


  

    Changelog

Unreleased
0.1.0 - 2026-10-21
Added
	Disposable QEMU gateways running real Nerves Gate firmware on private socket networks, with a virtual SD card.
	mix nerves_gate.sim starts the simulator site; mix nerves_gate.sim.install packages the current application and runs it on a device.
	Manual cable, uplink and VM controls, and the shared admission runner for firmware integration scenarios.
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Bounded probes of the real guest Alarmist handler, without hardware adapters or mocks.
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NervesGate.DevSession 
    



      
Host-only identity, status and graceful shutdown of this checkout's mix dev session.
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NervesGate.ManualFaults 
    



      
Reversible bench controls. One long-lived worker owns cleanup.
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NervesGate.QemuTests 
    



      
One admission owner for the multi-device simulator, shared by the site, CLI and CI.
A scenario run, application install or manual control holds its devices. Runs on different devices proceed in
parallel; a scenario with devices: :all holds every device for its run.

      


      
        Summary


  
    Functions
  


    
      
        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.
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Returns a specification to start this module under a supervisor.
See Supervisor.
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NervesGate.RecoveryChecks 
    



      
Local management recovery checks, not proof of access through the tailnet.
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        assert_projection_follows(vm)

      


        The UI read model must follow changes through NervesGate's and VintageNet's
property tables, not only direct status reads.



    


    
      
        await_recovery(vm, before, target, options \\ [])

      


        Await stable health. A target nil requires every gateway child unchanged;
:reboot requires a new kernel boot with the same children and saved state.
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        Fail a target times times in a row, each after its restart, then await recovery.
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        Crash a worker until its supervisor stops restarting it; returns the crash count.
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        Kill a gateway worker and return its restarted PID.
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:reboot requires a new kernel boot with the same children and saved state.
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NervesGate.Simulator 
    



      
Host-only lifecycle owner of disposable QEMU devices. No devices start with this server.
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        child_spec(init_arg)

      


        Returns a specification to start this module under a supervisor.



    


    
      
        command(map, command, args \\ [])

      


    


    
      
        config(path, dir)

      


    


    
      
        configure(node, change)

      


    


    
      
        devices()

      


    


    
      
        devices(node)

      


    


    
      
        lifecycle(node, action)

      


    


    
      
        network(device, patch)

      


    


    
      
        observe(device)

      


    


    
      
        start_link(config)

      


    


    
      
        subscribe(node)

      


    





      


      
        Functions


        


  
    
      
    
    
      child_spec(init_arg)



    

  


  

Returns a specification to start this module under a supervisor.
See Supervisor.
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NervesGate.Simulator.BuildOutput 
    



      
Runs mix firmware under MuonTrap, streams its output to the terminal and
forwards the latest complete line in each chunk to the simulator. Flushes the
final fragment on completion.
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        Run a command, reporting progress lines. Returns its exit status.
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The owned bench's real Ethernet switch. QEMU supplies the network protocols.
Configuration is a partial map; omitted values stay unchanged:
%{internet: :lan2, cables: %{lan1: false}, uplink: %{delay_ms: 200, loss: :alternate}}
Loss is :none, :alternate or :all. Management is not configurable.
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Returns a specification to start this module under a supervisor.
See Supervisor.
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Real SSH recovery, provisioning and firmware transport for owned simulator devices.
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Test auth keys and enrollment for simulator-owned QEMU guests.
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Scenario assertions and cleanup for simulator-owned device handles.
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NervesGateSim 
    



      
Development tools for disposable, supervised QEMU devices. No in-memory hardware backend.

      




  

    
NervesGateWeb.Simulator.Api 
    



      
JSON for the simulator CLI tasks. Never includes device credentials.
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NervesGateWeb.Simulator.DeviceLive 
    



      
One simulated device: its live projection, faults, manual controls and scenarios.
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        handle_event(binary, arg2, socket)

      


        Callback implementation for Phoenix.LiveView.handle_event/3.
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        Callback implementation for Phoenix.LiveView.handle_info/2.



    


    
      
        mount(map, _, socket)

      


        Callback implementation for Phoenix.LiveView.mount/3.
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        Callback implementation for Phoenix.LiveView.render/1.
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Callback implementation for Phoenix.LiveView.mount/3.
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The simulator site: a private Unix socket for the CLI and a loopback port.

      


      
        Summary


  
    Functions
  


    
      
        broadcast(topic, event, msg)

      


        Callback implementation for Phoenix.Endpoint.broadcast/3.



    


    
      
        broadcast!(topic, event, msg)

      


        Callback implementation for Phoenix.Endpoint.broadcast!/3.



    


    
      
        broadcast_from(from, topic, event, msg)

      


        Callback implementation for Phoenix.Endpoint.broadcast_from/4.



    


    
      
        broadcast_from!(from, topic, event, msg)

      


        Callback implementation for Phoenix.Endpoint.broadcast_from!/4.
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        Callback implementation for Plug.call/2.



    


    
      
        child_spec(opts)

      


        Returns the child specification to start the endpoint
under a supervision tree.



    


    
      
        config(key, default \\ nil)

      


        Returns the endpoint configuration for key



    


    
      
        config_change(changed, removed)

      


        Reloads the configuration given the application environment changes.
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        Returns the host for the given endpoint.
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        Callback implementation for Plug.init/1.



    


    
      
        local_broadcast(topic, event, msg)

      


        Callback implementation for Phoenix.Endpoint.local_broadcast/3.



    


    
      
        local_broadcast_from(from, topic, event, msg)

      


        Callback implementation for Phoenix.Endpoint.local_broadcast_from/4.
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        Generates the path information when routing to this endpoint.
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        Generates the script name.
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        Returns the address and port that the server is running on



    


    
      
        start_link(opts \\ [])

      


        Starts the endpoint supervision tree.
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        Generates a base64-encoded cryptographic hash (sha512) to a static file
in priv/static. Meant to be used for Subresource Integrity with CDNs.
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        Returns a two item tuple with the first item being the static_path
and the second item being the static_integrity.
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        Generates a route to a static file in priv/static.
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        Generates the static URL without any path information.
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        Generates the endpoint base URL but as a URI struct.
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        Callback implementation for Phoenix.Endpoint.subscribe/2.
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        Callback implementation for Phoenix.Endpoint.unsubscribe/1.
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        Generates the endpoint base URL without any path information.
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Callback implementation for Phoenix.Endpoint.broadcast/3.
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Callback implementation for Phoenix.Endpoint.broadcast_from/4.

  



  
    
      
    
    
      broadcast_from!(from, topic, event, msg)



    

  


  

Callback implementation for Phoenix.Endpoint.broadcast_from!/4.

  



  
    
      
    
    
      call(conn, opts)



    

  


  

Callback implementation for Plug.call/2.

  



  
    
      
    
    
      child_spec(opts)



    

  


  

Returns the child specification to start the endpoint
under a supervision tree.

  



    

  
    
      
    
    
      config(key, default \\ nil)



    

  


  

Returns the endpoint configuration for key
Returns default if the key does not exist.

  



  
    
      
    
    
      config_change(changed, removed)



    

  


  

Reloads the configuration given the application environment changes.

  



  
    
      
    
    
      host()



    

  


  

Returns the host for the given endpoint.

  



  
    
      
    
    
      init(opts)



    

  


  

Callback implementation for Plug.init/1.

  



  
    
      
    
    
      local_broadcast(topic, event, msg)



    

  


  

Callback implementation for Phoenix.Endpoint.local_broadcast/3.

  



  
    
      
    
    
      local_broadcast_from(from, topic, event, msg)



    

  


  

Callback implementation for Phoenix.Endpoint.local_broadcast_from/4.

  



  
    
      
    
    
      path(path)



    

  


  

Generates the path information when routing to this endpoint.

  



  
    
      
    
    
      script_name()



    

  


  

Generates the script name.

  



  
    
      
    
    
      server_info(scheme)



    

  


  

Returns the address and port that the server is running on

  



    

  
    
      
    
    
      start_link(opts \\ [])



    

  


  

Starts the endpoint supervision tree.
All other options are merged into the endpoint configuration.

  



  
    
      
    
    
      static_integrity(path)



    

  


  

Generates a base64-encoded cryptographic hash (sha512) to a static file
in priv/static. Meant to be used for Subresource Integrity with CDNs.

  



  
    
      
    
    
      static_lookup(path)



    

  


  

Returns a two item tuple with the first item being the static_path
and the second item being the static_integrity.

  



  
    
      
    
    
      static_path(path)



    

  


  

Generates a route to a static file in priv/static.

  



  
    
      
    
    
      static_url()



    

  


  

Generates the static URL without any path information.
It uses the configuration under :static_url to generate
such. It falls back to :url if :static_url is not set.

  



  
    
      
    
    
      struct_url()



    

  


  

Generates the endpoint base URL but as a URI struct.
It uses the configuration under :url to generate such.
Useful for manipulating the URL data and passing it to
URL helpers.

  



    

  
    
      
    
    
      subscribe(topic, opts \\ [])



    

  


  

Callback implementation for Phoenix.Endpoint.subscribe/2.

  



  
    
      
    
    
      unsubscribe(topic)



    

  


  

Callback implementation for Phoenix.Endpoint.unsubscribe/1.

  



  
    
      
    
    
      url()



    

  


  

Generates the endpoint base URL without any path information.
It uses the configuration under :url to generate such.

  


        

      


  

    
NervesGateWeb.Simulator.OverviewLive 
    



      
Simulator lifecycle, configuration, devices, runs and the shared event log.

      


      
        Summary


  
    Functions
  


    
      
        handle_event(binary, arg2, socket)

      


        Callback implementation for Phoenix.LiveView.handle_event/3.



    


    
      
        handle_info(arg, socket)

      


        Callback implementation for Phoenix.LiveView.handle_info/2.



    


    
      
        mount(_, _, socket)

      


        Callback implementation for Phoenix.LiveView.mount/3.



    


    
      
        port_label(arg)

      


    


    
      
        render(assigns)

      


        Callback implementation for Phoenix.LiveView.render/1.



    


    
      
        result_tone(_)

      


    





      


      
        Functions


        


  
    
      
    
    
      handle_event(binary, arg2, socket)



    

  


  

Callback implementation for Phoenix.LiveView.handle_event/3.

  



  
    
      
    
    
      handle_info(arg, socket)



    

  


  

Callback implementation for Phoenix.LiveView.handle_info/2.

  



  
    
      
    
    
      mount(_, _, socket)



    

  


  

Callback implementation for Phoenix.LiveView.mount/3.

  



  
    
      
    
    
      port_label(arg)



    

  


  


  



  
    
      
    
    
      render(assigns)



    

  


  

Callback implementation for Phoenix.LiveView.render/1.

  



  
    
      
    
    
      result_tone(_)



    

  


  


  


        

      


  

    
NervesGateWeb.Simulator.Router 
    




      
        Summary


  
    Functions
  


    
      
        browser(conn, _)

      


    


    
      
        call(conn, opts)

      


        Callback invoked by Plug on every request.



    


    
      
        formatted_routes(_)

      


        Callback implementation for Phoenix.VerifiedRoutes.formatted_routes/1.



    


    
      
        init(opts)

      


        Callback required by Plug that initializes the router
for serving web requests.



    


    
      
        verified_route?(_, split_path)

      


        Callback implementation for Phoenix.VerifiedRoutes.verified_route?/2.



    





      


      
        Functions


        


  
    
      
    
    
      browser(conn, _)



    

  


  


  



  
    
      
    
    
      call(conn, opts)



    

  


  

Callback invoked by Plug on every request.

  



  
    
      
    
    
      formatted_routes(_)



    

  


  

Callback implementation for Phoenix.VerifiedRoutes.formatted_routes/1.

  



  
    
      
    
    
      init(opts)



    

  


  

Callback required by Plug that initializes the router
for serving web requests.

  



  
    
      
    
    
      verified_route?(_, split_path)



    

  


  

Callback implementation for Phoenix.VerifiedRoutes.verified_route?/2.

  


        

      


  

    
mix dev.ui 
    



      
Run the gateway UI on the workstation, with code reload, against one device.
Simulated and real gateways are selected the same way:
mix dev.ui                               # the only gateway found
mix dev.ui gateway_a                     # a device of the running mix dev simulator
mix dev.ui nerves_gate@100.101.102.103   # a real gateway, e.g. an EC100 on the tailnet
mix dev.ui gateway_a --port 4002
Without a target, the task looks for the simulator's devices and for gateways
on the current tailnet, and starts only when it finds exactly one. It reads the
local Tailscale daemon without changing it and never starts or stops simulated
devices. Real gateways need development firmware with the same cookie.

      




  

    
mix nerves_gate.sim 
    



      
Start the QEMU simulator site. Devices remain stopped until explicitly started
in the site. Applications use the real firmware SDK backend inside the guest;
this task never starts the current application against fake host hardware.
mix nerves_gate.sim [--firmware path/to/nerves_gate.fw] [--port 4000]
In the repository, the default configuration builds the local QEMU firmware.
Outside the repository, supply a compatible prebuilt firmware with --firmware.

      




  

    
mix nerves_gate.sim.install 
    



      
Package the current application and run it on a simulator device.
mix nerves_gate.sim.install [device] [--package app.ez]
Requires a running mix nerves_gate.sim session in this directory with
started devices. The package goes through the device's real application
manager and virtual SD card. Reinstalling replaces the development copy and
preserves the application's data directory.

      




  

    
mix qemu.status 
    



      
Inspect this checkout's simulator session without starting or stopping it.

      


      
        Summary


  
    Functions
  


    
      
        run(list)

      


        Callback implementation for Mix.Task.run/1.



    





      


      
        Functions


        


  
    
      
    
    
      run(list)



    

  


  

Callback implementation for Mix.Task.run/1.

  


        

      


  

    
mix qemu.stop 
    



      
Stop this checkout's idle simulator session and wait for its lock to be released.

      


      
        Summary


  
    Functions
  


    
      
        run(list)

      


        Callback implementation for Mix.Task.run/1.



    





      


      
        Functions


        


  
    
      
    
    
      run(list)



    

  


  

Callback implementation for Mix.Task.run/1.

  


        

      


  

    
mix qemu.test 
    



      
Run scenarios, or change the lifecycle, of the running mix dev simulator.
mix test.firmware                               # every scenario on the first device
mix test.firmware --only cable_loss --device gateway_b
mix test.firmware --lifecycle start|stop|reset  # reset erases every device disk
(mix qemu.test inside sim/.)
Scenarios marked for all devices hold every device for their run.

      


      
        Summary


  
    Functions
  


    
      
        session()

      


        See NervesGate.DevSession.connect/0.



    





      


      
        Functions


        


  
    
      
    
    
      session()



    

  


  

See NervesGate.DevSession.connect/0.
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